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1	Decision/action requested
Approve the new solution proposal to TR 33.893
2	References
[bookmark: _GoBack]N/A	
3	Rationale
The contribution proposes to add a new solution to provide secure direct communications.
4	Detailed proposal
pCR
***BEGINNING OF THE 1st CHANGE***
[bookmark: scope]6.X	Solution #X: Security of Ranging unicast communication
6.X.1	Introduction
This solution addresses the protection of direct communication (unicast) for Ranging/SL Positioning service as specified in Key Issue #4. Generally, the solution uses the direct communication security defined for 5G ProSe in TS 33.503 [6] and/or for 5G V2X in TS 33.536 [5] as a baseline and adjusts to the Ranging/SL Positioning scenario. 
6.X.2	Solution details
This solution based on the assumption in solutions #4, #14, #19, and #26 of TR 23.700-86 [2], i.e. the Ranging/SL Positioning service is identified in form of V2X service type or ProSe identifier. In this solution, the security requirement of a Ranging/SL Positioning service can be identified by using V2X service type or ProSe identifier. Considering the information exchanged during PC5 direct communication for Ranging/SL Positioning service is mainly security/privacy sensitive information (e.g. Location information), this solution proposes to always enable the signalling security. The Ranging/SL positioning capable UEs are provisioned with the list of Ranging/SL Positioning services (identified by using V2X service type or ProSe identifier), with Geographical Area(s) and their PC5 security policy which indicates the following:
· PC5 signalling integrity protection: REQUIRED
· PC5 signalling confidentiality protection: REQUIRED
· PC5 user plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED
· PC5 user plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
The definition of the terms REQUIRED/PREFERRED/NOT NEEDED follow the definition in 5G V2X in TS 33.536 [5] and/or in ProSe in TS 33.503 [6]. During the establishment of the direct communication for the Ranging/SL positioning service, the UEs use the PC5 security policy to negotiate the final security protection status, as defined in 5G ProSe in TS 33.503 [6] and/or in 5G V2X in TS 33.536 [5]. Considering the PC5-S or PC5-U are proposed to convey the Ranging/SL Positioning Protocol (RSPP) communication signalling, according to different solutions in TR 23.700-86 [2], two options are listed below: 
· Option 1: PC5-S is decided by TR 23.700-86 [2] to exchange the Ranging/SL Positioning signalling, then all the Ranging/SL Positioning signalling is integrity and confidentiality protected as proposed by this solution.
· Option 2: PC5-U is decided by TR 23.700-86 [2] to exchange the Ranging/SL Positioning signalling, the Ranging/SL Positioning signalling are integrity and/or confidentiality protected based on the security requirement from the Ranging/SL Positioning service. For example, the PC5 user plane integrity and/or confidentiality protection policy are set to REQUIRED if the Ranging/SL Positioning service needs to integrity and/or confidentiality protect its signalling traffic.
6.X.3	Evaluation
This solution addresses the first three security requirements of Key Issue #4. The mutual authentication between two UEs during one-to-one communication is supported by reusing the PC5 security establishment procedure in 5G ProSe in TS 33.503 [6] and/or in 5G V2X in TS 33.536 [5]. The system supports providing the signalling and user plane security policies to UEs for a particular Ranging/SL Positioning service, thus the PC5 signalling and user plane confidentiality protection and integrity protection are supported by the system as they can be negotiated during establishing the PC5 link for the Ranging/SL Positioning service. 
***END OF THE CHANGES***
	

